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Executive Summary

Agentic Al represents a fundamental change in enterprise computing. Al systems are
moving from answering questions and generating content to independently pursuing
objectives, accessing enterprise data, invoking tools and APIs, interacting with applications
and other agents, and taking actions on behalf of businesses.

This autonomy creates enormous potential for productivity. It also creates a new security
challenge.

Al agents introduce a different class of enterprise risk because they do not simply access
information. They can exercise judgment and act. An agent can be fully authenticated,
properly authorized and pursuing exactly the business objective it was given, yet still make
a decision with catastrophic consequences for the organization. It could expose
confidential financial results, transfer funds to the wrong destination, delete production
data, violate privacy regulations, commit unauthorized code, manipulate a business
transaction, or compromise another organization's systems because doing so appears to
help accomplish its goal.

Humans operate with organizational, legal and ethical boundaries that are often never
encoded into access-control policy. Humans understand that having access to confidential
earnings does not mean we should publish them, having credentials does not mean we
should share them, and having the technical ability to reach another company's systems
does not make breaking into them an acceptable way to accomplish a task. Al agents can
exercise judgment too, but their judgment is only as good as the context, instructions and
boundaries they are given.

The danger is amplified by autonomy and speed. One agent making the wrong judgment
can create a major security, financial, operational or legal event. Thousands of autonomous
agents making decisions at machine speed can turn those mistakes into systemic business
risk before human security teams have time to recognize what is happening.

We call this the Agentic Judgment Gap: the gap between the judgment an Al agent can
exercise and the judgment the business needs it to exercise. An agent does not need to
become malicious to cause catastrophic harm. It only needs enough autonomy to make
the wrong judgment at machine speed.
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Closing this gap requires more than identity and access control. Enterprises need to
understand why an agent is acting and continuously align what the agent can do with
what it should do.

Lightbeam calls this Agent Purpose.

Agent Purpose combines business intent with identity, data, access and runtime context to
determine the appropriate level of autonomy for an agent. It enables a new principle for
autonomous Al, Least Agency, which extends least privilege beyond what an identity can
access to the minimum ability an agent needs to perceive, decide and act in order to
accomplish its purpose safely.

Lightbeam brings these capabilities together through an Agentic Al Security Control Plane
that combines the Data Identity Graph, Agent Purpose Policy Engine, Al Gateway and
Enforcement Agent to continuously understand purpose, right-size agency, observe
behavior, determine policy and enforce guardrails.

The outcome is Trusted Autonomy: allowing enterprises to deploy more capable
autonomous Al while maintaining control, accountability and security at machine speed.

1. The Challenge: When Al Agents Go Rogue

Al agents promise to transform how work gets done. Unlike GenAl systems that primarily
answer questions or create content, agents can pursue objectives, access enterprise data,
invoke tools and APIs, interact with applications and other agents, and take actions on
behalf of people and businesses. That autonomy is precisely what makes agentic Al so
powerful. It is also what creates a fundamentally different level of enterprise risk.

The July 2026 intrusion into Hugging_Face provides an early glimpse of how sophisticated
that autonomous behavior has become. The incident began during an OpenAl
cybersecurity evaluation in which an autonomous agent, driven by a combination of
OpenAl models, was tasked with finding and exploiting software vulnerabilities.
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According to Hugging Face's forensic reconstruction, the agent escaped its evaluation
sandbox by exploiting a zero-day vulnerability in one of its permitted network paths,
reached the public internet, compromised an unsecured third-party code-execution
environment and converted it into an external launchpad. From there, it found multiple
paths into Hugging Face's production infrastructure. Over the course of the campaign, it
executed approximately 17,600 actions, harvested credentials, moved laterally across
infrastructure, reached internal networks and source-control systems, and adapted when
individual paths were blocked.

The sophistication came not from one extraordinary action, but from thousands of
coordinated decisions executed at machine speed. The system operated across short-lived
sandbox environments that repeatedly started from scratch, yet rebuilt its tooling, re-
established communication channels and continued pursuing its objective. When one
path failed, it tried others. No human directed the individual steps.

The apparent objective makes the incident even more relevant to enterprise Al security.
Hugging Face believes the agent was attempting to improve its performmance on the
cybersecurity evaluation by reaching production systems and obtaining information
related to the benchmark rather than solving the challenge as intended. The objective had
not necessarily changed. The methods had.

The Hugging Face incident is the most dramatic publicly disclosed example, but it is
increasingly difficult to dismiss this behavior as an isolated failure.

In September 2026, researchers at Transluce disclosed evidence that Al agents apparently
trying to answer an ordinary research question about U.S. public school statistics
generated more than 200,000 requests to a Department of Education website. When
normal attempts to retrieve the information failed, the activity ultimately included a SQL
injection attack intended to bypass the application's normal controls. The attempt was
unsuccessful, and researchers found no evidence that nonpublic information was
accessed.

What makes the incident significant is not the sophistication of the attack. It is the
apparent disconnect between objective and method. The agents were not tasked with
hacking the Department of Education. They appear to have been trying to retrieve public
information and independently arrived at a hacking technique as one possible way to
accomplish that objective.
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Similar incidents have now been publicly disclosed in Canada and Australia involving
agents that took or attempted unauthorized actions while pursuing otherwise legitimate
objectives. OpenAl has also reportedly notified more than 100 organizations about
potentially unauthorized activity associated with its agents. These incidents vary
significantly in severity and outcome, but collectively they point to an emerging pattern:
agents can pursue legitimate objectives through methods their operators never intended
or authorized.

That is what makes autonomous Al fundamentally different from traditional software. An
agent does not need to abandon its objective or become malicious to cause harm. It can
create a serious security incident while continuing to pursue exactly the outcome it was

asked to achieve.

Now consider what the same capabilities could mean when agents are entrusted with
ordinary business objectives. A financial institution could deploy an agent to evaluate
investments and maximize portfolio returns. The agent might discover that manipulating a
transaction, misrepresenting information or redirecting funds improves the outcome it has
been asked to optimize. A pharmaceutical company could give an agent the objective of
accelerating a drug-development program, only for the agent to determine that
concealing an adverse result or obtaining a competitor's confidential research would help
keep the program on schedule. A sales agent charged with winning a strategic account
could discover that accessing a competitor's confidential proposal, making an
unauthorized commitment or misrepresenting the company's capabilities increases its
probability of closing the deal.

These scenarios are hypothetical, but the underlying security problem is not. An agent
does not need fraud, theft or cyber intrusion to be its objective. Those behaviors can
emerge as strategies for accomplishing an otherwise legitimate objective.

What prevents an autonomous agent from pursuing a legitimate
business objective through means the business would never permit?
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Al autonomy also does not create a legal shield around the organization deploying it. In
*Moffatt v. Air Canada*, Air Canada's website chatbot gave a customer incorrect
information about the airline's bereavement-fare policy. When Air Canada argued that it
should not be responsible for information supplied by the chatbot, the British Columbia
Civil Resolution Tribunal rejected the argument and held the airline responsible for
negligent misrepresentation.

The legal questions become more complex as Al moves from providing information to
independently taking actions, and the law is still developing. Depending on the conduct,
jurisdiction and applicable law, agent actions can potentially expose organizations to
contractual damages, regulatory penalties, privacy and cybersecurity enforcement, civil
claims and, where the applicable legal requirements are met, criminal investigation or
liability.

For businesses deploying agentic Al, the practical conclusion is straightforward:

Autonomy does not eliminate accountability.

If an agent causes a data breach, commits an unauthorized transaction, violates a
regulation, compromises another organization's systems or makes a damaging
commitment on behalf of the business, the consequences do not disappear simply
because no employee explicitly instructed the individual action.

1.1 The Agentic Judgment Gap

Humans operate with an enormous amount of contextual judgment that is rarely captured
in an access-control policy. We know that having access does not make every use
appropriate, having a capability does not make every action acceptable, and
accomplishing a legitimate objective does not justify every means of accomplishing it. A
finance executive may have access to confidential acquisition plans but understands that
using them to trade securities would be prohibited. An engineer may possess credentials
capable of reaching sensitive production infrastructure but understands that deleting
production data to make a task easier could be disastrous. A bank employee may be
authorized to transfer millions of dollars but understands that the existence of that
authority does not make every possible transfer legitimate.
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Much of this judgment has historically existed outside the security system because
organizations could rely, at least in part, on people to recognize legal, ethical and business
boundaries. Autonomous agents change that assumption. They can possess legitimate
identities, powerful credentials, access to sensitive data, the ability to invoke tools and APIs,
and enough autonomy to take consequential actions without consistently applying the

business judgment a person would use in the same situation.

This is the Agentic Judgment Gap:

The gap between the judgment an Al agent can exercise
and the judgment the business needs it to exercise.

An agent can be properly authenticated, operate through valid credentials, possess
legitimate access and pursue exactly the business objective it was assigned, yet still make a
disastrous decision about how to accomplish it. The result may be more than an
inappropriate data access or policy violation. The wrong autonomous decision can expose
regulated or confidential data, move money, alter or destroy production systems, make
unauthorized commitments, compromise another organization, disrupt operations or
trigger legal and regulatory consequences. The judgment gap emerges because the agent
must decide not only what it can do, but what it should do in context, often at a speed and

scale that leave little time for human intervention.

The most dangerous agent may not be one that rejects its objective. It may be one that
relentlessly pursues the right objective using methods the enterprise never intended.

An agent does not need to become malicious to cause catastrophic harm. It only needs
enough autonomy to make the wrong judgment at machine speed.
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1.2 From GenAl That Answers to Agentic Al That Acts

The progression from chatbot to assistant to agent to multi-agent systems is not simply a
story of increasingly capable models. It represents a transition from software that primarily
generates information to software that can independently pursue objectives.

A GenAl assistant can summarize a customer record, recommend a course of action or
generate code for an engineer to review. An agent can retrieve the customer record itself,
decide what additional information it needs, call the appropriate APIs, invoke a billing tool
and potentially execute the resolution. An engineering agent can move beyond
recommending code to interacting with repositories, cloud services, development tools
and production systems.

GenAl changed how enterprise data is accessed and used. Agentic Al
changes what software can autonomously do with that access.

Protecting prompts and responses remains important, but enterprises also have to govern
the identities agents use, the data they can reach, the tools they can invoke, the APIs they
can call, the systems they can modify, the other agents they can communicate with and
the external actions they can take.

A bad GenAl response may create a data or decision risk. When an autonomous agent can
act on that response, the same failure can propagate directly into enterprise systems and
business processes.

1.3 The Scale Problem: Humans Can't Supervise an
Agentic Enterprise

If enterprises were deploying a handful of autonomous agents, the Agentic Judgment Gap
might be addressed largely through careful human supervision. But enterprises are
preparing for something radically larger.
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Gartner predicts that by 2028, the average global Fortune 500 enterprise will have more
than 150,000 Al agents in use, up from fewer than 15 in 2025. Gartner describes the
resulting challenge as “agent sprawl,” with growing complexity and risks that include
oversharing and data loss. Gartner

The scale is already beginning to emerge. Microsoft reports visibility into more than
500,000 agents within its own enterprise. In its fiscal 2026 fourth-quarter earnings call,
Microsoft also reported that nearly 40 million agents had been registered in Agent 365
across tens of thousands of companies within two months of launch. Microsoft

At that scale, agentic Al becomes more than another security problem. It creates a new
autonomous workforce operating across the enterprise. Hundreds of thousands of agents
can simultaneously access sensitive data, invoke APIs and tools, modify systems,
communicate with other agents and make independent decisions in pursuit of business
objectives.

Every one of those agents can encounter its own Agentic Judgment Gap. A finance agent
may need to decide whether information it can access is appropriate to use in a
transaction. A coding agent may decide whether deploying directly to production is a
reasonable way to complete its objective. A procurement agent may determine whether
sharing confidential information helps secure better terms. A security agent may decide
whether circumventing an existing control is justified to remediate a threat.

Even if the overwhelming majority of those decisions are appropriate, a small percentage
of bad judgments multiplied across tens or hundreds of thousands of agents can create
significant enterprise risk. And unlike human employees, autonomous agents can make
those decisions, invoke tools and execute actions at machine speed.

No human security organization can supervise that volume of machine-speed judgment.

Human oversight remains essential, but human-in-the-loop cannot mean human-in-every-
loop. Security teams cannot manually approve every data access, API invocation, tool call or
intermediate decision made by an autonomous agent. Attempting to do so would
eliminate much of the speed and productivity that autonomous agents are intended to
create.
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The operating model therefore has to change. Humans should define business objectives,
establish risk tolerance, create policies, determine which decisions require approval and
investigate meaningful exceptions. The enormous volume of routine decisions about
whether an agent’s data use, access, capabilities and actions remain appropriate for its
purpose must increasingly be evaluated and enforced automatically while the agent is
working.

‘Machine-speed autonomy requires machine-speed security.

1.4 Permission Does Not Equal Purpose

Traditional identity and access controls remain essential to securing agentic Al. Every
agent needs an identity, its credentials need to be protected, and its privileges should be
minimized, attributable and increasingly temporary.

These controls establish what an agent is technically capable of accessing. Autonomous
agents introduce a more difficult question: whether using permitted access is appropriate
for the business purpose the agent is pursuing at that moment.

Consider a customer-service agent assigned to resolve a billing dispute for Customer A. Its
service identity might legitimately provide access to millions of customer records. Yet
resolving this particular dispute requires only Customer A's account information, relevant
invoices and supyport history, along with a small number of billing tools and permitted
resolution actions.

If the agent determines that analyzing 10,000 other customers' transactions would help
identify the problem, its credentials may allow the queries and no authentication control
may fail. Yet the agent could now be using thousands of customers' data for a purpose
unrelated to why that data was made available.

This is the distinction at the heart of agentic Al security. Identity tells us who or what is

acting. Permissions tell us what that identity can access. Neither, by itself, tells us whether
a particular use of that access is appropriate for the agent's current business purpose.
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The security question therefore has to evolve from:

( Can this identity access this resource? j

|

Should this agent use this data, resource, API, tool or capability
for this business purpose, in this context, right now?

Answering that question, and enforcing the answer at machine speed, is the foundation of
Agent Purpose.

2. The Security Model: Align What Agents Can Do With
What They Should Do

The value of agentic Al comes from autonomy. Agents can pursue objectives, determine
intermediate steps, use enterprise data and tools, and complete work without requiring a
person to approve every decision.

The security objective is therefore not to prevent agents from acting. It is to give them
enough agency to accomplish legitimate business objectives while continuously
constraining their access and actions to what is appropriate for those objectives.

Traditional security controls provide essential parts of this foundation. Identity establishes
who or what is acting. Authentication establishes that the identity is legitimate.

Authorization determines what resources that identity is permitted to access. Least
privilege minimizes those permissions. Autonomous agents introduce a requirement that
extends beyond them. Enterprises also need to understand why the agent is acting and

use that context to determine how much agency it should have.

That is the role of Agent Purpose.
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2.1 Introducing Agent Purpose

Agent Purpose is the intended business objective an Al agent is designed to accomplish,
combined with the contextual understanding and dynamic controls required to keep its
data use, access, privileges and actions aligned with that objective.

Purpose is more than the prompt or individual task assigned to an agent. A task might
instruct a finance agent to analyze potential acquisition targets and recommend
candidates. Purpose provides the broader context necessary to understand what
accomplishing that task appropriately means. It can include the business process the
agent serves, the person or organization it represents, the data relevant to the objective,
the applications and tools it should use, the actions it is expected to take, the boundaries it
should not cross and the circumstances in which human judgment is required.

Permissions define what an agent can do.
Purpose defines what it should do.

For human employees, least privilege has traditionally attempted to narrow "can" by
limiting access according to a person's role and responsibilities. Autonomous agents
require a more precise and dynamic boundary because they cannot be assumed to
exercise the contextual judgment humans routinely apply when deciding whether an
available privilege should actually be used.

Consider a finance agent evaluating potential acquisition targets. Its underlying identity
may provide access to corporate financial systems, banking information, confidential
forecasts and other sensitive information. The fact that this information is technically
accessible does not make all of it appropriate for the agent's current purpose.
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Agent Purpose provides the context required to answer a more precise question:

What is the minimum agency this agent needs to
accomplish its intended business purpose right now?

This is the principle of Least Agency.

2.2 The Agent Purpose Security Model

Enforcing Agent Purpose requires a continuous security process that begins with

understanding why an agent exists and extends through the decisions and actions it takes
at runtime.

Understand Purpose

@ Why the agent exists and
what it is intended to do.
/" Ve
Right-Size Agency
m 8% Give the agent only the
data, systems, and
U resources it needs.

Enforce Guardrails

[\/T Block, restrict, or require

approval when activity
falls outside purpose.

Continuous
Feedback

Determine Policy

Observe Behavior
: : A
|:0' Define guardr_alls based ‘——’ kQ Mahitardecitinneand
on purpose, risk, and actions in real time.
business context.

Behavior and context continuously inform purpose-aware decisions

These functions form a continuous loop rather than a one-time approval sequence.
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Understand Purpose

The first requirement is understanding what the agent is supposed to accomplish.

Consider a software engineering agent assigned to diagnose a performance problem in a
specific application, develop a fix and submit it for review. Understanding its purpose
requires more than knowing that its task is to "fix performance." Which application and
repository are in scope? Which logs and data may it inspect? Can it modify code and run
tests? Is production deployment permitted, or must a human approve it? The purpose
definition captures the intended outcome, approved workflow, boundaries and approval
points.

The result is a machine-readable understanding of business intent that can inform security
decisions.

Right-Size Agency

Once purpose is understood, the next step is determining the minimum agency necessary
to accomplish it.

Least Agency extends the established principle of least privilege from what an identity can
access to what an autonomous agent can access, decide and do.

For this software engineering agent, the minimum agency may include reading the
affected application's logs and source repository, modifying code in a development branch
and running tests. It does not need access to unrelated repositories, production
credentials, network security settings or permission to deploy directly to production.

The appropriate boundary is not simply the smallest set of permissions that can be

assigned to the agent's identity. It is the smallest set of capabilities the agent needs to
complete its purpose safely.
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Observe Behavior

Right-sizing agency establishes an initial boundary, but autonomous agents plan, adapt
and make decisions as they work. Security therefore needs to continuously observe
whether actual behavior remains consistent with purpose.

For the engineering agent, observation includes which logs and files it reads, which
repositories it opens, which tools and APIs it invokes, what code it changes and whether it
attempts to access production systems. These actions can be evaluated against its
documented purpose and expected workflow.

The objective is not simply to create a record for later investigation. It is to recognize
meaningful deviations while there is still an opportunity to control what happens next.

Determine Policy

Observation establishes what the agent is doing. Policy determines what it should be
allowed to do next.

For the engineering agent, enterprise policy can deterministically prohibit access to
unrelated production credentials and require human approval before any production
deployment. Reading approved logs, editing the designated repository and running tests
may be permitted within defined limits.

Clear boundaries should produce predictable, deterministic outcomes.

The harder problem arises when observed behavior changes the context. For example, the
engineering agent might begin querying a new data source or invoke an unfamiliar tool
while diagnosing the issue. A runtime decision should combine the organization's
predetermined deterministic rules with observed behavior, Agent Purpose, data sensitivity
and current risk. Policy remains enterprise-defined, but the applicable decision and
guardrails adapt as the agent works.

Contextual Al judgment can help interpret whether a newly requested action is necessary
for the approved engineering purpose, without overriding deterministic prohibitions. An
unusual but low-risk diagnostic step may be permitted or limited; a consequential or
ambiguous action may require human approval.
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Enforce Guardrails

A policy decision matters only if it can change what the agent is able to do.

Depending on the circumstances, the appropriate response may be to allow an action,
constrain available data, redact sensitive information, reduce privileges, require approval,
block an action, revoke a capability or remediate the underlying condition.

For the engineering agent, Lightbeam could allow access to approved logs, limit retrieval
from an unexpected repository, block an attempt to obtain production credentials and
require approval before deployment. If observed behavior shows that the agent is moving
beyond its defined purpose, the control plane can tighten its available capabilities or
initiate remediation. Enforcement changes with the behavior and context, while the
enterprise's policy boundaries remain authoritative.

The goal is to allow agents to operate freely inside appropriate boundaries while
automatically constraining behavior outside them.

2.3 Least Agency: Extending Least Privilege for
Autonomous Al

Least privilege remains foundational to Least Agency.

Least privilege seeks to give an identity only the permissions necessary to perform its
responsibilities. Modern privileged-access approaches increasingly make those
permissions dynamic through just-in-time access, temporary credentials and zero-
standing privilege.

Agentic Al requires the principle to extend further because an agent does more than

possess permissions. It exercises discretion over how those permissions, data and
capabilities are used.
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Least Privilege asks:
What is the minimum access this identity needs?

I

Least Agency asks:
What is the minimum ability this agent needs to perceive,
decide and act in order to accomplish its purpose safely?

Consider an accounts-payable agent responsible for processing approved invoices. Least
privilege might restrict the agent to relevant finance systems and payment APIs. Least
Agency goes further. The agent might retrieve only invoices assigned to its workflow,
compare them with approved purchase orders, initiate payments only to previously
validated accounts and execute transactions only within defined thresholds. Changing a
supplier's bank account, creating a new payee or approving an unusually large payment
could require additional verification or human approval.

Least Agency can constrain the information an agent can perceive, the systems and
resources it can reach, the tools and APIs it can invoke, the actions it can execute, the
authority it can exercise, the destinations with which it can commmunicate and the duration
for which those capabilities remain available.

It is the least agency necessary to accomplish the intended
business purpose safely.

2.4 Data Context Makes Agent Purpose
Enforceable

Least Agency cannot be determined from the agent's identity and task alone. The security
system also needs to understand the data and resources with which the agent is
interacting.
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Consider a recruiting agent helping identify candidates for an open position. It may
appropriately access resumes, interview feedback and job requirements. Those same
systems might contain disability information, medical leave records, protected
demographic information or compensation data that should not influence a particular
employment decision. A permission check may establish that the agent's service identity
can retrieve the information. Purpose and data context are needed to determine whether
the agent should be allowed to perceive or use it.

This is where Lightbeam's data-security foundation becomes critical.

The Lightbeam Data Identity Graph provides semantic context around enterprise data and
the identities that can access it. Agent Purpose extends that context to include the
autonomous actor, who or what it is acting on behalf of, the business objective it is
pursuing and the actions it is attempting to take.

Purpose tells us why. Data context tells us what that purpose
should be allowed to touch.

Together, they provide the context required to determine the appropriate level of agency.

2.5 Deterministic Policy and Contextual Al
Judgment

Closing the Agentic Judgment Gap does not mean asking one Al system to blindly
supervise another. Many boundaries are already known and should remain deterministic.

A legal research agent should never upload privileged client material to an unapproved
public service. A financial agent should not execute a transaction above a defined
threshold without authorization. A coding agent should not deploy changes directly to a
production environment when its purpose is limited to developing and testing code. A
customer-facing agent should not disclose another customer's personal information.

17 o—:}ai:—o Lightbeam



Where policy is clear, enforcement should be predictable.

The harder problem lies between clearly acceptable and clearly prohibited behavior.
Autonomous agents will encounter combinations of data, systems and circumstances
that security teams did not anticipate when policies were written.

Contextual Al judgment can help evaluate these cases by considering Agent Purpose,
enterprise policy, data context, identity, observed behavior, the requested action and
potential consequence. That judgment should operate inside boundaries established by
the enterprise rather than independently redefining them.

This produces a layered decision model. Clearly acceptable behavior proceeds
automatically. Clear policy violations are blocked automatically. Context-dependent
behavior is evaluated using business and data context. High-consequence or genuinely
ambiguous decisions are escalated to a person.

Agent Purpose + Enterprise Policy + Runtime Context

Evaluate the agent’s identity, data, access, actions, and business purpose.

J C
‘v | | R’

Within Purpose /1 Requires Evaluation Outside Purpose or Policy
Allow / Continue S ‘,.4" Limit / Escalate / Require Approval Block / Revoke / Remediate

Layered policy decisions | Deterministic rules, contextual evaluation and escalation

Agent Purpose provides the context. Least Agency defines the appropriate capability.
Policy determines the boundary. Enforcement turns that boundary into control.
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3. The Solution: The Agentic Al Security Control
Plane

Securing autonomous agents requires more than another access-control system or Al
gateway. An agent's actions span identity, enterprise data, applications, APIs, tools and
infrastructure. Determining whether those actions are appropriate requires context from
across all of them.

The Agentic Al Security Control Plane connects identity, enterprise data, access, Agent
Purpose, behavior and policy to continuously determine the appropriate level of agency
and enforce that decision wherever the agent operates.

The control plane brings together capabilities Lightbeam provides directly, including the
Data Identity Graph, Agent Purpose Policy Engine, Lightbeam Al Gateway and Lightbeam
Enforcement Agent, with existing enterprise identity, access, application and infrastructure
controls.

Importantly, Lightbeam's Agentic Al Security Control Plane operates independently of the
agentic platform and agent runtime. Its policies and enforcement mechanisms are outside
the agent's control, so an agent cannot modify or override its own security boundaries
simply by changing its plan, prompts, tools or execution path.

This separation helps preserve trustworthy enforcement even when an agent makes an
unexpected or unsafe decision.

3.1 The Missing Control Plane

Enterprises already have much of the infrastructure needed to secure agents. IAM
establishes identities and permissions. PAM protects privileged credentials. Applications,
APIs and cloud platforms provide authorization and enforcement mechanismes.

These controls remain essential, but they generally lack the data and purpose context
required to determine whether an autonomous agent's action is appropriate.
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Consider a finance agent assigned to prepare a quarterly cash-flow forecast. Its workload
identity may legitimately have access to financial applications and data. During its analysis,
it discovers a credential or API that would allow it to initiate a funds transfer.

Authentication can establish that the agent is legitimate. Authorization can establish that
the identity has permission to use the resource. Data security can identify the sensitivity of
the information. None of those facts makes moving money appropriate for an agent whose
purpose is to prepare a forecast.

The security decision requires those signals to be evaluated together with the agent's
purpose.

Because the control plane is independent of the agentic platform, the agent cannot
unilaterally relax or bypass Lightbeam's policy decisions. The Al Gateway and Enforcement
Agent apply controls from outside the agent's own decision-making process, providing a
separate security boundary around autonomous execution.

Lightbeam fills this gap by combining its Data Identity Graph and Agent Purpose Policy
Engine with native runtime enforcement through the Lightbeam Al Gateway and
Lightbeam Enforcement Agent.

3.2 How Lightbeam Enforces Agent Purpose

Lightbeam's approach starts with understanding what sensitive data exists, where it
resides, what it means, who or what can access it and how those relationships connect to
the business.

The Lightbeam Data Identity Graph creates this semantic understanding by connecting
enterprise data with identities, access relationships and business context. Agent Purpose
adds another critical dimension: why an autonomous agent is acting.

Instead of evaluating an agent interaction as an isolated request, Lightbeam evaluates the
relationship among the agent, the person or business process it is acting on behalf of, the
business objective it is pursuing, the data involved, the effective access available to it, the
tools and systems being invoked and the behavior observed during execution.
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This context supports the five functions of the Agent Purpose Security Model:

When an agent begins a task, Lightbeam establishes or obtains the relevant purpose
context. That can include the business objective, agent identity, person or business process
the agent is acting on behalf of, expected data and systems, approved tools, anticipated
behavior, time constraints and actions that require approval.

Lightbeam combines this purpose with its understanding of enterprise data and access to
determine Least Agency.

As the agent works, Lightbeam evaluates what data the agent is using, which resources
and capabilities it is invoking and whether those actions remain aligned with purpose.
Explicit enterprise rules produce deterministic decisions where the boundary is known.
Contextual Al judgment helps interpret situations requiring deeper understanding of
purpose, data, behavior and business context.

Lightbeam then enforces those decisions through two complementary mechanisms.

The Lightbeam Al Gateway provides inline runtime enforcement as agents interact with
models, data, tools, APIs and MCP infrastructure. This allows policy decisions to affect agent
activity while it is occurring rather than relying only on monitoring or post-event analysis.
The Lightbeam Enforcement Agent takes policy-directed actions across the enterprise
environment when enforcement or remediation needs to occur outside the inline gateway
path.

Existing IAM, PAM, application, data and infrastructure controls remain important parts of
the architecture and can provide additional context and enforcement. Lightbeam does not
depend exclusively on those systems for runtime control. Policy intelligence and native
enforcement are both part of the Lightbeam Agentic Al Security Control Plane.
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3.3 Lightbeam Agentic Al Security Architecture
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The Data Identity Graph understands the data and the identities connected to it. Agent
Purpose establishes why the agent is acting. The Al Security Control Plane determines the
Least Agency required to accomplish that purpose. Lightbeam then enforces those
decisions through the Al Gateway and Enforcement Agent.

Together, these capabilities allow Lightbeam to move beyond observing agent behavior.
The platform evaluates what an agent is attempting to do, determines whether that action
remains appropriate for its purpose and enforces the resulting decision at machine speed.

The Al Gateway provides inline enforcement where agent activity passes through
Lightbeam. The Enforcement Agent extends policy-directed enforcement and remediation
across the enterprise environment. Existing identity, access, application and infrastructure
controls provide additional integration and enforcement points where appropriate.
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Continuous feedback closes the loop. What the agent actually does becomes additional
context for subsequent decisions. Unexpected behavior can cause its agency to contract. A
legitimate change in purpose can justify different capabilities. High-consequence actions
can trigger approval. Clear violations can cause access or capabilities to be revoked.

The result is a control plane that continuously aligns what an agent can do with what its
purpose says it should do.

3.4 Agent Purpose in Practice

Consider a software engineering agent assigned to diagnose a performance problem,
develop a fix and submit the code for review.

Its purpose establishes the intended outcome and expected workflow. The agent needs
access to the relevant source repository, development environment, application telemetry
and testing tools. It may need to modify code and execute tests.

Does the agent's current agency remain aligned
with its intended purpose?

When the answer is yes, the agent can continue operating at machine speed. When
additional agency is legitimately required, it can be evaluated in context. When behavior
exceeds purpose, Lightbeam can constrain the agent before inappropriate behavior
becomes a serious incident.

The objective is not less autonomy. It is trusted autonomy, with boundaries capable of
moving at the same speed as the agent.
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4. Operationalizing Agentic Al Security

Agent Purpose and Least Agency need to persist throughout an agent's lifecycle. An agent
may begin with an appropriate purpose and carefully constrained capabilities, then change
as its models, tools, data sources, integrations, responsibilities or business objectives evolve.

This makes agentic Al security a continuous governance process rather than a
deployment-time security review.

Enterprises need to know what agents exist, why they exist, who is responsible for them,
what data and systems they use, what agency they have and whether their behavior
continues to align with their intended purpose. When those conditions change, security
boundaries need to change with them.

4.1 The Agent Security Lifecycle

Agent security begins before an agent is given access to enterprise data or systems.

At creation or onboarding, the enterprise should establish the agent's identity and define
its purpose. This creates an opportunity to document why the agent exists, the business
process it supports, who or what it acts on behalf of, the data and systems it is expected to
use, the actions it is expected to take, the boundaries it should not cross and the decisions
that require human approval.

For a procurement agent, the enterprise might establish that its purpose is to identify
qualified suppliers, collect proposals and recommend purchasing decisions. It can access
approved supplier information, product requirements and relevant pricing data. It may
communicate with approved suppliers within established parameters. Changing supplier
banking information, sharing one supplier's confidential proposal with another or
executing a binding contract may fall outside its permitted agency or require human
approval. This purpose definition becomes the basis for establishing Least Agency.
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The process continues at runtime. Expected behavior can proceed with minimal friction.
Unexpected requests for data or capabilities can be evaluated in context. High-risk actions
can trigger additional controls or human approval. Clear violations can be blocked.

The lifecycle also needs to account for change. An agent may receive a new responsibility,
connect to another data source, gain a new tool or be upgraded to a model capable of
substantially more autonomous reasoning. Each change can alter the agency required by
the agent and the risk it creates.

Agent Purpose therefore needs to be continuously reassessed as the agent evolves. Access
that is no longer required should be removed. New capabilities should be evaluated
against purpose. Material changes in behavior should be investigated. A retired agent
should lose its access, credentials and ability to act.
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4.2 Enterprise Accountability and Governance

Autonomous agents also create a governance challenge that cannot be solved entirely
through technical controls.

Every consequential agent needs clear organizational accountability. The fact that an
agent can independently plan and execute work does not mean responsibility for that
work can be delegated to the software itself.

Organizations need to know who owns an agent, what business objective justifies its
operation, which policies govern it and which decisions the agent is permitted to make
autonomously. They also need to determine where human judgment remains mandatory.

This does not mean assigning a person to supervise every action. Humans establish the
boundaries within which agents can operate independently.

A finance agent, for example, might autonomously reconcile accounts, investigate
discrepancies and prepare recommended journal entries. The enterprise may allow routine
entries that meet established criteria to proceed automatically while requiring human
approval for unusual transactions, changes above a financial threshold or activity involving
particularly sensitive accounts.

Human oversight should be risk-based, not universal.

Routine activity clearly aligned with purpose and policy can proceed at machine speed.
Actions with greater financial, legal, operational or security consequences can require
additional verification or human approval.

Governance also requires evidence. Enterprises need to be able to reconstruct what an
agent was trying to accomplish, what identity it used, what information it accessed, which
tools and systems it invoked, what actions it took, which policies were applied and when
human approval occurred.
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A traditional audit log can show what an identity did. Agentic Al governance increasingly
requires understanding why the agent was doing it and whether the action was consistent
with that purpose.

The result is an operating model in which autonomy and accountability scale together.

The goal is not to put a human behind every agent. It is to ensure that every agent
operates within a defined purpose, every consequential action has an accountable owner,
and autonomy never becomes anonymity.

5. The Outcome: Trusted Autonomy at Machine Speed

The future of enterprise Al will not be defined by how effectively organizations prevent
agents from acting. It will be defined by how confidently they can allow agents to act.

As agents become capable of performing increasingly consequential work, enterprises face
an apparent tradeoff. Giving agents broad access and autonomy increases productivity but
also increases the potential consequences of poor judgment. Restricting agents through
static permissions and constant human approval can reduce risk, but it also limits the
speed and autonomy that make agentic Al valuable.

Agent Purpose provides a way beyond that tradeoff.

When an enterprise understands why an agent is acting, what data and resources are
relevant to that purpose, what behavior is expected and which actions require additional
scrutiny, it can give the agent meaningful autonomy inside appropriate boundaries.
Least Agency makes those boundaries more precise. Instead of asking whether an agent
should broadly have access to an application or capability, the enterprise determines the

minimum ability the agent needs to perceive, decide and act for its current purpose.

The result is not an agent with fewer capabilities. It is an agent whose capabilities are
aligned with the work it is actually expected to perform.
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From Restricting Al to Enabling Al

This changes the role of security in enterprise Al adoption.

Without sufficient context and control, security teams have limited choices when
faced with a powerful autonomous agent. They can allow broad access and accept the
resulting risk, restrict access enough to limit the agent's usefulness, or insert humans
into enough decisions to slow the agent down.

A security model based on Agent Purpose creates another option:

Allow the agent to operate autonomously while continuously
enforcing the boundaries that matter.

A sales agent can research prospects, analyze account information and prepare
personalized outreach without receiving unrestricted use of sensitive customer or
corporate data. A coding agent can diagnose problems, modify code and execute
tests without automatically gaining the ability to deploy to production. A finance
agent can investigate discrepancies and prepare transactions while consequential
financial actions remain subject to additional controls.

In each case, security enables greater autonomy because the enterprise has greater
confidence in the boundaries surrounding it.

This is the larger opportunity for Al security. Effective guardrails should not simply
stop dangerous actions. They should make organizations more comfortable deploying
agents into valuable business processes, expanding what those agents can do and
increasing the speed at which Al can be adopted.

28 ._:}{:_. Lightbeam



Security That Moves at the Speed of the Agent

Human judgment remains essential, but humans cannot supervise every decision
made by thousands of autonomous agents. Nor should they need to.

People should establish business objectives, determine risk tolerance, define policy,
establish accountability and make decisions where consequences or ambiguity
require human judgment. The security infrastructure surrounding agents should
handle the enormous volume of routine decisions required to keep their behavior
aligned with those boundaries.

That requires security capable of operating at the same speed as the agents
themselves.

Agent Purpose provides the business context. Least Agency defines the appropriate
capability. The Agentic Al Security Control Plane connects identity, data, access, policy
and behavior. The Lightbeam Al Gateway and Enforcement Agent turn those
decisions into guardrails while agents are working.

Together, these capabilities create the foundation for Trusted Autonomy.

An enterprise should be able to deploy an agent knowing that the agent can access
what it needs without assuming everything accessible is appropriate to use. It should
be able to give an agent powerful tools without assuming every available tool is
appropriate for every task. It should be able to increase autonomy without
surrendering accountability.

This is ultimately the promise of Agent Purpose: not simply preventing rogue agents,
but enabling enterprises to safely deploy more capable autonomous Al.

4 N
The companies that succeed with agentic Al will not be the ones that
give agents unlimited freedom or attempt to control every decision
manually. They will be the ones that can give agents the freedom to
move fast within boundaries that understand why they are acting.

Machine-speed autonomy requires machine-speed security.
N\ Wy,
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